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HOW EMOTET DECOMPOSES A COMPANY —
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Source: Heise.de

16.11.2018 14:47 Uhr

Furstenfeldbruck: Malware legt Klinikums-IT
komplett lahm

Sranffurter Mlgemeine

Diginomics

FA.Z-INDEX © 2.18524 +120% DAX® O 11.278,28 +133% EUR/USD @ 1,1335 +0,28 % DOW JONES © 24.55324 -- ALLE KURSE

Im bayerischen Fiirstenfeldbruck muss die ortliche Klinik seit Tagen fast

komplett ohne Computer auskommen; verantwortlich ist Malware.

Von Martin Holland

, ~. =2 : ated \Y
Das Klinikum Fiirstenf Bild: Klinikum FFB) ! ‘:"’\.\‘t te \)0\

S
‘ F.A.Z. EXKLUSIV \" ‘

Cyberkriminelle erpressen Krauss Maffei

Das Klinikum Fiirstenfeldbruck in Bayern muss seit einer Woche ohne Computer

auskommen, nachdem offenbar ein per Mail empfangener Trojaner die IT-

<

Systeme infiziert hat. Das meldet der Miinchner Merkur unter Berufung auf

Verantwortliche des Krankenhauses in der Kreisstadt westlich von Miinchen.

Noch immer werden demnach fast alle der 450 vorhandenen Computer tiberpriift . . .o % . o .
) ) B ) P B P 1800 Mitarbeiter hat Krauss Maffei in Miinchen. Sie mussten die Produktion

und die Angelegenheiten des Hauses miissen weitgehend ohne IT-Unterstiitzung

erledigt werden. Erstin den kommenden Tagen sollten alle Gerate wieder

funktionieren.

drosseln, weil Hacker die Unternehmenscomputer lahmgelegt haben. Nach

Informationen der F.A.Z. gibt es eine Lésegeldforderung.

,1hese are cases in which one hundred percent of the network's servers and computers have collapsed”
said a BSI spokesman. (FAZ, 7.12.18)
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EMOTET KILL-CHAIN —

HORNETSECURITY
=MOTET KILLCHAIN

1. RECONNAISSANCE =
Email addresses are collected
with the help of an Emotet

module. [m] ] Rechnung Q30Q82D - Message (Plain Text)

O 2. WEAPONIZATION
An office File is distributed with
a dangerous macro.

LV!‘; Ignore x \_‘ |:e| |bé‘ Ee\ 2 Te . . ] “ L—l = > 5% 2 q

° Delete  Archive Reply  Reply Forward ~ Yone - Yelete @ Mark Categorize Follow Translate D'
e Junk - Al < Unread ~ Up~ - l

3. DELIVERY Delete Respond Quick Steps v Tags . Editing Zoom
Phishingmails are sent to
collected email addresses.

Rechnung Q30Q82D

‘\{\ 14 4. EXPLOITATION
The user is prompted to execute
the macro. The malware will be
downloaded.

5. INSTALLATION
The malware embeds itself
in the victim's system.

siehe unten lhr aktuelles OP_Konto.
6. COMMAND AND CONTROL Daraus ergibt sich ein Guthaben von € 595.34 zu lhren Gunsten.
C&C servers are contacted to load
ﬁ ﬁ modules.
| WS
7. ACTIONS ON OBJECTIVES Herzliche Griike

Emotet infects online banking

traffic and steals money.
Den Support dort erreichen Sie unter der Rufnummer an Werktagen von 08.00 Uhr bis 17.00 Uhr - alternativ iber die Email-Adresse.
Mail:

25.03.2019 5



ATTEMPTS TO AVOID SANDBOX ANALYSIS —
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Complicate static analysis:

25.03.2019

T General registers

EMOTET KILLCHAIN

1. RECONNAISSANCE

40h EAX74BF6970 % kernel32.d1l1l:kernel32_VirtualAlloc ¥ &
ecx EBX08408000 & cnotet . exe:08400000 Smaifiatgfessesie coflected %
el ECX 00001000 with the help of an Emotet
0 EDXEE39FC65 module.
ESX EST0000000E
ecx, ecx EDI@@19F914 W debug@07:0019F914 o 2. WEAPONIZATION
?:)s(;)+24h+var ” EBPOO1OFO5S & debugo7:0010FO58 An office Ffile is distributed with
[esp+64h+var_66]j ESPO@19F8FO W4 debug@07:0019F8F0 a dangerous macro.
loc 40200A EIP@@402118 % fourth+108

= EFL082008217 3. DELIVERY

pA [ “victim®, "W
ctim”,

0121404,

rameters” )

Phishingmails are sent to
collected email addresses.

#

‘\(\ ']/l 4. EXPLOITATION
The user is prompted to execute
the macro. The malware will be
downloaded.

5. INSTALLATION
The malware embeds itself
in the victim's system.

6. COMMAND AND CONTROL
C&C servers are contacted to load
ﬁ ﬁ modules.
L= =1

7. ACTIONS ON OBJECTIVES
Emotet infects online banking
traffic and steals money.



ATTEMPTS TO AVOID SANDBOX ANALYSIS

HORNETSECURITY

Verification if known sandbox files exist:

KERMNELBASE.dII

. TRUE )
, TRUE)

O 2. WEAPONIZATION
An office File is distributed with
a dangerous macro.

KERMNELBASE.dII

kernel32.dIl Init trin 3 bar.bmp~)

KERMELBASE.dIl !l 5 , , TRUE)

dil I n , bmp~)

dlil )

dil c n 3 , TRUE }

dil c n 3 , TRUE)

, TRUE}
bmp’, , UL, 6. COMMAND AND C
Ri =1 = e ;

o=l v y )
LI = E nodule
7. ACTIONS ON OBJECTIVES Q

KERMNELBASE.dII
{ERMELBASE.dII

25.03.2019 7



ATTEMPTS TO AVOID SANDBOX ANALYSIS

HORNETSECURITY

Not with us ©

File emotet.exe

ery suspicious,

Type ftable (GUI) Intel

MD5 ddl47a5a3d54claaaff3a;

O 2. WEAPONIZATION
An office File is distributed with
a dangerous macro.

SHA1 4476Te9efalds67
SHA256 Oedad.

EL LIV Show SHAST2

8156

B8R Signatures

© Queries for the computername (9 events)

LdrGetProcedureAddress was used for indirect calls of the following functions: (50 out of 226 events) EX

Checks amount of memory in system, this can be irtual machines that have a low amount of memory ilable (1 event)

The executable contains unknown PE section names indicative of a packer (could be a false positive) (2 ever

The binary likely contains encrypted or compressed data indicative of a packer (2 events)

Attempts to remove evidence of file being downloaded from the Internet (1 event) 6

Allocates read-write-execute memory (usually to unpack itself) (1 event)
Checks whether any human activity is being performed by constantly checking whether the foreground window changed
Connects to IP addresses that are no longer responding to requests (legitimate services will remain up-and-running usually) (2 events)

Installs itself for autorun at Windows startup (1 event) t f ) tea none } r

File has been identified by 55 AntiVirus engines as malicious (50 out of 55 events)
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=MOTET KILLCHAIN
1. RECONNAISSANCE =

Email addresses are collected
with the help of an Emotet
module.

O 2. WEAPONIZATION
An office Ffile is distributed with
a dangerous macro.

3. DELIVERY o

Phishingmails are sent to
collected email addresses.

‘\(\ 14 4. EXPLOITATION
The user is prompted to execute
the macro. The malware will be
downloaded.

5. INSTALLATION
The malware embeds itself
in the victim's system.

6. COMMAND AND CONTROL
C&C servers are contacted to load
ﬁ ﬁ modules.
L W

7. ACTIONS ON OBJECTIVES
Emotet infects online banking
traffic and steals money.

25.03.2019

EMOTET KILL-CHAIN: EXPLOITATION

® RNG_12
HOME = INSERT  DESIGN  PAGELAYOUT  REFERE
Calibri - A

B I U ~abkex, X . A~

Font

Attribute VB_Customizable

N

HORNETSECURITY

Compatibility Mode] - Word 2 g8 X

MAILINGS

2loa

= True

RE

AaBbCcDc AaBbceDe AaBbC AaBbCi |-

T Normal

VIEW Sign in
# Find ~
95( Replace

T No .. Headingl Heading2 N Select
g Select -

Attribute VB Control = "TextBoxl, ®, @, MSForms, TextBox"

Sub autoopen()
Hnnh = Chp7c - Tziz
Tnjdv = Bjptm - LB66
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EMOTET KILL-CHAIN: INSTALLATION —
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EMOTET KILLCHAIN

ER A AN - Emotet copies itself to another location and
bt M Enfiocs {Q; deletes the original file.

module.

E0§ 2. WEAPONIZATION Create Registrg Entries:

An office Ffile is distributed with

3 dangerous macro. HKLM\SOFTWARE\Microsoft\Tracing\infoagent_
3. DELIVERY o RASAPI32
Phishingmails are sent to . : R
collected email adaresses. E@; HKLM\SOFTWARE\Microsoft\Tracing\infoagent_
‘\l\ 14 4. EXPLOITATION RASMAN CS
The user is prompted to execute
& the macro. The malware will be
downloaded.
5. INSTALLATION o —ro : o oo oo o 5 =i
The malware embeds itself B infoagent.exe 1576 0.03 4.75 MB IE8Win/\IEUser Web DAV Client DLL
in the victim's system.

6. COMMAND AND CONTROL
C&C servers are contacted to load
ﬁ ﬁ modules.
L W

7. ACTIONS ON OBJECTIVES
Emotet infects online banking
traffic and steals money.
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EMOTET KILL-CHAIN: C&C

EMOTET KILLCHAIN
1. RECONNAISSANCE =
Email addresses are collected ﬁ
with the help of an Emotet

module.

O 2. WEAPONIZATION
An office Ffile is distributed with
a dangerous macro.

o

3. DELIVERY
Phishingmails are sent to
collected email addresses.

‘\{\ 14 4. EXPLOITATION
The user is prompted to execute
& the macro. The malware will be
downloaded.

5. INSTALLATION
The malware embeds itself

in the victim's system.

6. COMMAND AND CONTROL
C&C servers are contacted to load
ﬁ ﬁ modules.
T

7. ACTIONS ON OBJECTIVES
Emotet infects online banking
traffic and steals money.

25.03.2019

One of the C&C servers is contacted:

http: //162.243.154.25:443/
http: //136.243.202.133:8080/
http: //66.234.234.36:8080/
http: //212.83.146.230:8080/
http: //209.126.105.250:8080/
http: //66.175.215.16:8080/
http: //178.254.33.12:8080/
http: //46.4.67.203:7080/
http: //147.135.209.118:443/

Download new modules

N
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EMOTET KILL-CHAIN: ACTION! —
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EMOTET KILLCHAIN
1 GERGNNAISSANEE Origin: downloaded Banking Trojan

Email addresses are collected .
with the help of an Emotet ii E; Eg T”Ckbot

module.

O 2. WEAPONIZATION New: File encrgption

An office File is distributed with

adangerous macro. Rguk: >2'25 N\io €

3. DELIVERY o also deleting of backup copies
Phishingmails are sent to
8 To be continued...

collected email addresses.

‘\{\ 14 4. EXPLOITATION
The user is prompted to execute

the macro. The malware will be /pted with a strong algorithm.
downloaded. ] ‘ i ¢ ha.[i«up disk f formatted. . _ X
& , s0 F8 or any o y damage pted data but not recover.
> decryption software for your situaticn \ : et rzgrnizhfgr:::;«::siitnﬂuhtary rithms RSA4896 and AE 8
5. INSTALLATION softuare 1s available in the puslic por tor etc. repair tools are u troy your files ir
i DO HOT RESET OR SHUTIX y be damaged.
The malware embeds itself DO HOT RENAME DR MO crypted and resdne Files.
. . . DO NOT DELETE readme H
in the victim's system. This may lead to the impossibility of recovery of the certain i Zusammenfassung Transaktionen
© get inf ypt your files) contact u v .
¥ ERE, CELRE cani e aperemengo ooty o CTrACE b Adresse 14hVK \ 3 Anzahl der Transaktionen
v D ) or
MelisaPeterman@tutanota.com Hash 160 . beseert e
C&C servers are contacted to load - ’ J
R GstMGp2Adhk N
ﬁ_ﬁ modules. S Endgultige Bilanz

7. ACTIONS ON OBJECTIVES

Emotet infects online banking
traffic and steals money. e ot oo

don’t need your f: and your information.
But after 2 weeks al r fi d k 1 be deleted automatically.
Just i i after infection
All data will be restored absolute
Your warranty - decrypted sampl

Zahlungsanfrage Spenden-Button

t emails
utanota.com

ttgprotonmail.con

Zelle 1, Spahe 1 100%

25.03.2019 12



FAZIT

A single mail can stop production process for weeks
Nevertheless: do not comply to blackmailers
Polymorphism: Emotet changes constantly

Reliable detection requires dynamics

Hornetsecurity protects sustainably and proactively

THE MUTATION OF

L

EMOTET THE DEATH NOTE

OF THE INTERNET

HORNETSECURITY

HORNETSECURITY
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THE CURSE OF

EMOTET

TED
pHISTICA
SANKING TROJAN
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CONTACT INFORMATION

Email: sales@hornetsecurity.com
Phone: +49 511 515 464-200
www.hornetsecurity.com
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