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YOUR PRESENTER TODAY

Andy Syrewicze has been in the IT Industry for more than
20 years, is a Microsoft MVP, and is currently a Security
Evangelist fFor Hornetsecurity.

Andy Syrewicze

Security Evangelist
Microsoft MVP
Mastadon - @andysandwich@infosec.exchange
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ABOUT HORNETSECURITY

NEXT-GEN SECURITY FOR MICROSOFT 365
SECURITY - BACKUP — COMPLIANCE — SECURITY AWARENESS SERVICE
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HORNETSECURITY

GLOBAL EXPERT IN EMAIL CLOUD SECURITY,
COMPLIANCE AND BACKUP

"We empower companies and
organizations of all sizes to focus
on their core business by

protecting email coommunications,

securing data, and ensuring
business continuity and
compliance with next-generation
cloud-based solutions."

“Hornetsecurity will be the

quardian of companies
worldwide that use
Microsoft 365. We protect
their data and ensure
business continuity. For a
safer 365 world!”

"We offer the most
comprehensive cloud
security solution for
Microsoft 365 on the

market, including email
security, compliance and
backup."
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HOW IT ALL STARTED — OUR STORY

Presence in more
than 10 countries
with over 200
sales partners

2010

Over 25,000
companies
as customers

Market leader

in Germany;
Awarded with
Deloitte Technology
Fast 50 Award
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HORNETSECURITY WORLDODWIDE — SWARM MEETS WORLD

DATA CENTERS
GERMANY

GERMANY OFFICES
HANNOVER, BERLIN &
DARMSTADT

UK OFFICES .
READING & BRISTOL ' :

DATA CENTER
CANADA
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CANADA OFFICE
MONTREAL
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UK | &3 .

_______________________________ NORTH MACEDONIA OFFICE
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US OFFICES
WASHINGTON D.C. : SPAIN OFFICES |
i MADRID & BARCELONA | MALTA OFFICE
' Sme@ANN 777777777 DATA CENTER
DATA CENTER DATA CENTER AUSTRALIA .
USA SPAIN
ARGENTINA OFFICE
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365 TOTAL PROTECTION

NEXT-GEN SECURITY FOR MICROSOFT 365

)

HORNETSECURITY



p—

HORNETSECURITY

MICROSOFT 365 HAS NEVER BEEN MORE PROTECTED

The widest range of
M365 security features
in one package, in one
license

Specifically designed
for and seamlessly
integrated with M365

&>

No hardware
No software
No maintenance



365‘) TOTAL PROTECTION SUITE PLANS

NEXT-GEN SECURITY, BACKUP, COMPLIANCE & SECURITY AWARENESS FOR MICROSOFT 365
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365 TOTAL PROTECTION PLAN 1 - BUSINESS

O Fast and easy onboarding

O Seamlessly integrated with M365

O Advanced Microsoft 365 security
O Spam and Malware Protection
O Email Encryption

O Email Signatures & Disclaimers
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365 TOTAL PROTECTION PLAN 2 - ENTERPRISE

BUSINESS

ENTERPRISE
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O Premium next-gen Microsoft 365
security

O 365 Total Protection Business
fFeatures +

O Advanced Threat Protection
O Email Archiving

O Email Continuity



365 TOTAL PROTECTION PLAN 3 — ENTERPRISE BACKUP

© Complete email security and backup for

BUSINESS ENTERPRISE BACKUP
M365
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365 TOTAL PROTECTION PLAN 4
— COMPLIANCE & AWARENESS

BUSINESS ENTERPRISE BACKUP COMPLIANCE & AWARENESS
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Next-gen Email Security, Backup, Compliance/Permission
Management, Security Awareness & Al Recipient Validation for
Microsoft 365



YOUR EMAIL RECIPIENTS MATTER

HOW TO STRENGHTEN YOUR CYBERSECURITY WITH
Al RECIPIENT VALIDATION
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SHORT STORY: MISDIRECTED EMAILS CAN CAUSE
SECURITY INCIDENTS AND COMPLIANCE VIOLATIONS

-
Emails are often sent This can result in sending IF 3

HORNETSECURITY in 3@ rush, without
paying attention to
details and relying on
"muscle memory"

emails to the wrong contains sensitive
recipients information, this can
lead to a compliance
violation or be used for
a data breach.
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AIRV FEATURES AT A GLANCE

Al Recipient Validation is an Al-based, self-
learning service that continuously learns the
user's email communication patterns in the
background and warns the user in different
instances, including:

* An unintended recipient is being addressed

* An email contains sensitive data like
Personal Identifiable Information

* A useris about to reply to alarge
distribution list

* The email contains inappropriate lanquage

g
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AIRV FEATURES AT A GLANCE

Users are notified immediately
when the email they are trying
to send triggers a warning.

A user then gets the chance to
make corrections. However, in
any case, the user won't be
prevented from sending the
email.

/ﬁa HORNETSECURITY \

Are you sure you would like to send this email?
When addressing these recipients, you typically include Grady Archie
(gradya@m365x60141169.onmicrosoft.com) instead of:

2 Adele Vance (adelev@m365x60141169.0nmicrosoft.com)
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AIRV FEATURES AT A GLANCE

* Al Recipient Validation factors in user behavior
and responses to automatically adjust
warnings and suggestions issued in upcoming

g communications.
HORN G e « This prevents users from receiving similar
warnings multiple times.




AIRV FEATURES AT A GLANCE

Al Recipient Validation provides security and compliance leaders with a true visibility
over how employees are handling and responding to preventing misdirected emails.

C‘f; Al RECIPIENT VALIDATION @ \

- Activate Al Recipient Validation

Al Recipient Validation safeguards the end user by issuing a warning directly from the email client when the user is about to send a misguided email or one containing sensitive
information.

2023-07-29 - 2023-08-09
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Select/deselect all Wrong recipients External communications Sensitive inforrnation (PII) Inappropriate content
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KEY BENEFITS

Al Recipient Validation suits you with the following advantages:

s

PREVENT DATA LOSS AND
BREACHES:

Al-based self-learning
service automatically warns
employees of emails that
could be misdirected due to
human error.

EFFORTLESS & EFFECTIVE:
Provides a hassle-free way to
safequard your employees
from mishandling email data
while complying to security
policies.

COMPLIANCE
MONITORING:

Allows security and
compliance leaders to gain
insights into how
employees are handling
data on email.
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QUESTIONS?
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