Do | recognize the sender?
Is the link boqus?
Am | expecting an attachment?
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Verify the
sender.

Are the sender and subject of the email
plausible in this context?

You should look very carefully at the sender’'s email
address in particular, as the domain can be faked to
appear deceptively genuine.

Be skeptical. If you have any doubts before you open
the email, use another channel to double-check
with the sender that they sent it.
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Check the target domain
before clicking any links.

Hover the mouse over the link and pay attention to the
part before the third slash “/"

Here's a quick example:

https:/www.google.com/services
takes you to Google

https:./www.google.com.myaccounts.biz/services
takes you to the URL of myaccounts.biz
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Be careful with attachments.

Particular care is needed where emails have
attachments.

Do not enable edit mode for external
documents.

This could allow malware to be downloaded, infecting
your computer and the network.




