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10 GOLDEN RULES

OF INFORMATION SECURITY

Be skeptical. Verify the sender. Check the target domain
before clicking any links. Always be careful with file
attachments.

v Keep calm. Hackers and fraudsters may try to obtain
sensitive information over the phone. Do not let your-
self be pressurized. Keep a cool head and, if you have
any doubts, double-check the identity of the caller, e.g,,
by calling them back.

Secure devices. Lock your computer when you step
away from your workstation using the key combination
"Windows key + L" or [Ctrl] + [Shift] + [Eject] for Apple
devices. You can then qo get your coffee with complete
peace of mind.

Minimize the information you provide. Disclose as little
about yourself as possible. It is often easy for attackers
to get their hands on and use information against your
interests.

Use complex passwords. The more complex a
password, the harder it is to crack. Make sure your
passwords are strong or use a password manager as
appropriate.

Keep passwords secret. Never share your passwords
with anyone else, particularly with strangers asking ab-
out them on the phone or in an email.

No private use. Do not use work equipment and devices
for your own, private purposes—or vice versa.

Be careful when using external data storage devices.
Malware can get into your computer through exter-
nal data storage devices, such as USB sticks and hard
drives. Only connect these devices if they have been
approved by your company.

v Report poor computer performance. |s your PC doing
strange things? Is it responding more slowly than usual
or displaying menus and dialog boxes in a weird way,
for example? If you suspect your computer has been
infected with malware, disconnect it immediately from
the Internet and the internal network. Report this to IT
Support and your line manager as soon as possible.

AND ONE FINAL TIP:
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