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SIMPLE MAIL TRANSFER PROTOCOL

Jonathan B. Postel

August 1982

Information Sciences Institute
University of Southern California
4676 Admiralty Way
Marina del Rey, California 98291

(213) 822-1511

RFC # 822

Obsoletes: RFC #733 (NIC #41952)

STANDARD FOR THE FORMAT OF

ARPA INTERNET TEXT MESSAGES

August 13, 1982

Revised by

David H. Crocker

Dept. of Electrical Engineering
University of Delaware, Newark, DE 19711
Network: DCrocker @ UDel-Relay
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RFC # 822

Obsoletes: RFC #733 (NIC #41952)

SIMPLE MAIL TRANSFER PROTOCOL

RFC733"

Jonathan B. Postel

RFC733 1977\

STANDARD FOR THE FORMAT OF

ARPA INTERNET TEXT MESSAGES

Auqust 13, 1982

August 13, 1982

Auqust 1982

August 1982 Revised by

David H. Crocker

Information Sciences Institute

University of Southern California
4676 Admiralty Way
Marina del Rey, California 98291

Dept. of Electrical Engineering
University of Delaware, Newark, DE 19711

Network: DCrocker @ UDel-Relay 3;
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From: /
To: Taro@B
Subject:
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From: /
To: Taro@B
Subject:

e

<hanakoCA>
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From: /A <hanakoRA>
To: Taro@B
Subject: 9
AN 1 A

From:
To: Taro@B
Subject:

» |-
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GMAIL

New Gmail protections for a safer, less
spammy INnbox

Starting in 2024, we’ll require bulk senders to authenticate their emails, allow for easy unsubscription and stay under a reported

spam threshold.

Neil Kumaran
Group Product Manager, Gmail Security & Trust
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VARt YT

Microsoftid2025F585H & Y. outlook.com, hotmail.com#$ & Ulive.com® X —ILFEREEZE
%81k L. SPF, DKIM, DMARCERFEDEHIZEW L WA v -2 HEREA —L & LTHEER
T35, ZhldGmaildYahoo! X — AR LA-EELRZEOL DT, 1HIZ50008% #8215 4
—LEXETE P IS LCGERAIND, 12—V —oReH L EEEERA LI LAH
BT, R/NL (EKBERA—L) 74y TICEZHEORBIC DAL D,

il iX. Microsoft Defender for Office 365 Blog D RDEBEICE L HHNTL B,

e Strengthening Email Ecosystem: Qutlook’s New Requirements for High - Volume

Senders | Microsoft Community Hub

=. Register Sign In

MICROSOFT DEFENDER FOR OFFICE 365 BLOG 5 MIN READ

Strengthening Email Ecosystem: Outlook’s New Requirements
for High-Volume Senders

" Puneeth g (MICROSOFT)

Apr 03, 2025

This applies to Outlook.com - our consumer service, which is supporting
hotmail.com live.com and outlook.com consumer domain addresses.

April 29th Update - Changes have been made to the action take on messages that do not
meet requirements, please see details below.

Google, Yahoo f §
-
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https://weekly-economist.mainichi.jp/articles/20201103/se1/00m/020/061000c
https://weekly-economist.mainichi.jp/articles/20201103/se1/00m/020/061000c
https://weekly-economist.mainichi.jp/articles/20201103/se1/00m/020/061000c

Meting Informatieveiligheidstandaarden overheid maart 2020
(4 VIR I " A 2020 34)

Implementatie-

N Betreffende standaarden
deadline

DNSSEC

[LS/HTTPS: beveiligde verbindingen vﬁ'
(transactie)websites
DMNSSEC: domeinnaambeveiliging ‘
uiterlijk EIND 2017 SPE: anti-phishing van email
DKIM: anti-phishing van email ‘

SPF

DMARC: anti-phishing van email

HTTPS, HSTS en TLS conform de NCSC richtlijn
(externe link): beveiligde verbindingen van alle

uiterlijk EIND 2018 websites

STARTTLS DANE

STARTTLS en DANE: encryptie van mailverkeer
SPE en DMARC: het instellen van strikte policies

uiterlijk EIND 2019 voor deze emailstandaarden

SPF° DMARC
“qVvAYn

p—
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https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020
https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020
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https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020
https://magazine.forumstandaardisatie.nl/meting-informatieveiligheidstandaarden-begin-2020
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf

START

YA dMd (2020/3) ¢ 94%, 92% % 98% 81%

QO0.jp (2021/7) (B 2) 94% 74% 7.3% 0.9% 6.0 % 63% 0% 0%
Jp (2021/7) (B 4) 71% 14% 2.3% 0.3% 0.10% 64% 18 6

Jp (2025/10) @ 4) 92% 16% 41 % 14 % 1.4 % 85%

SPF(-al) DMARC ~ 5 DMARC  DNSSEC STARTTLS
mgo.jp  W.jp(2021) M.jp (2025)
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https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf
https://www.forumstandaardisatie.nl/sites/bfs/files/rapport-meting-informatieveiligheidstandaarden-maart-2020.pdf

English Mederlands

Home News Knowledge base Hallof Fame About Internet.nl

Modern Internet Standards provide for more reliability and further growth of the Internet.

Test your website

=

Modern address? Signed domain? Secure
connection? Security options?

about the test

Your website domain name:

www.example.n

Start test

Are you using them?

est your email

Modern address? Signed domain? Anti-
phishing? Secure connection?
about the test »

Your email address:

@ example.nl

Start test

Test your connection

Modern addresses reachable?
Domain signatures validated?
about the test »

Start test

HORNETSECURITY




Home News Knowls

Email test: hirano.cc ®

42%

€ Notreachable via modern internet address, or improvement possible (IPv6)

€ Notall domain names signed (DNSSEC)
& Authenticity marks against email phishing (DMARC, DKIM and SPF)

€ Mail server connection not or insufficiently secured (STARTTLS and DANE)

€ Unaurhorised route announcement (RPKI)

{ Explanation of test report
«> Permalink test result (2025-05-29 07:57 UTC)

C* Seconds until retest option: 49
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hornetsecurity.com#% DMARCEZHr#E R

DMARC (GEfS K X7 VE885E) 5. ECETTEITVWETH ?

DMARC DMARC

SPF DMARC v et Y poreject

v

TR

BR

SPFA'SEETNTLET,

2025510807H 17:34:46

BIMI

&5

v=spf1 redirect=hornetsecurity.co

OK

OK

A=Y
FX1/RBBH (OMARC)
Pty
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1 1 203.0.113.4

O 192.0.2.0/28
O _spf.sender.example.jp

A 41 192.0.2.0/28

A"ni1 ~ 44 _spf.sender.example.jp
p—N
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11 20301134 ST
. O 203.0113.4

O 192.0.2.0/28
O _spf.sender.example.jp

A 41 192.0.2.0/28

A"ni1 ~ 44 _spf.sender.example.jp
p—N
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v=spfl include:192.0.2.25 -all

v=spfl 192.0.2.25 -all

v=spfl
v=spfl

ip:192.0.2.25 -all
ipv4:192.0.2.25 -all

EEEEEEEEEEEEEEE



NwoN

v=spfl include:192.0.2.25 -all
v=spfl 192.0.2.25 -all

v=spfl
v=spfl

ip:192.0.2.25 -all
ipv4:192.0.2.25 -all

EEEEEEEEEEEEEE
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examp
examp

Jp. TXT “v=spf]

Jp. TXT “v=spf]

SPF4-MIn1°

1p4:192.0.2.25 -all”
Include:_spf.example.com -all”

EEEEEEEEEEEEEE
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v=spflip4:192.0.2.1 v= spﬂ 1p4:192.0.2.2 -all

v=spfl ip4"1'92 0.2.1 mx ~all

v=spfl +ip4: 2199412876 —all _‘

v=spfl inciube:spf.protection,outlook.com include:spf.example.jp ~all MS= ms12345678

=

=
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<+ Add New SPF Directive

o N,
f b
| |
\ J

£ Import

, .

Edit SPF Directive e

Directives
Record Type

Include spfprotection.outlook.com

IPv4 Address/Range

Include _spfgoogle.com Record Qualifier

+ Allow

Address Value

Include the IPv4 address 210.158.71.72
210158.71.72

e.g. _spfexample.com

Include _spfsalesforce.com

Description

BEBEIFOSETT —/N— (2025115810 8 XX 5F)
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<?xml version="1.0" encoding="UTF-8" ?>
<feedback>
<report_metadata>
<org name>g]ooglecom</org name>
<ema|I>nore marc- support@google com</email>
<extra contac info>https: /supgort google.com/a/answer/2466580</extra_contact_info>
<report_id>15001962018631710439</report_id>
<date_range>
<beqin>1721347200</beqin>
<end>1721433599</end>
</date_range>
</report_metadata>
<policy_published>
<domain>orcaland.gr.jp</domain>
</polic publlshed>
<recor
</row>
<identifiers>

<adkim>r</adkim>
<row> ‘
<header_from>orcaland.qgr.jp</header_from>

<aspf>r</aspf>
<p>reject</p>
<sp >rebect</sE>
>
<source _ip>210.158.71.75</source_ip>
<count>2</count>
<policy_evaluated>
</identifiers>
<spf>
<domain>orcaland. &r1p</doma|n>
<resu|t>pass</resu

</spf>
</auth__results>
</record>

</feedback> HORNETSECURITY

<pct>100</pc
<disposition>none</disposition>

<np>reject</np>
<dk|m>Fa|I</dk|m>
</policy_ evaluated>
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EfET 1

0

ITEC HANKYU HANSHIN CO_LTD.
Other

Hornetsecurity GMBH

A=JLTqILE—

Google, LLC

A= Ry 22O H—

Register Hosting Italy
RATA 27

ASN-GIGENET
Other

China Unicom

ISP

Strato AG Germany (Gmbh)
RRAFa 2T

T-Online

A=ILRyZZAFONTH—

PFPELRX 1

44

DMARCHEHA

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

A=
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53

24

AV & Sl X 1 AFdV 0

0 53 0 RERH v
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