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Å ṇ אלףּ ךּ

ÅDMARC Ḵ

Å ṇ צּ פּ שּ ḴGoogle, Yahoo,אל Ḵ

Å טּשּ DMARC

ÅDMARC ḭ

ÅDMARC ḱ טּשּ ךּ

ÅDMARCManagerּ︣צ



ṇ ךּ



ṇ פּכֿכֿ RFC821, RFC822



RFC821, RFC822

August 1982
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RFC733

RFC733 1977



DAVID H. CROCKER
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ṇ

A אל

From: <hanako@A>

To: Taro@B

Subject: ּף ︡

A ︣

Ḯףּ אל פּ ḵ

B אל



︣ ︡

C ךּ

From: <warui @C>

To: Taro@B

Subject: ּף ︡

A ︣

Ḯףּ אל פּ ḵ

B אל

ṇ
וֹ ︣ ︣



ṇ ︣ ︡

C ךּ

From: <hanako@A>

To: Taro@B

Subject: ּף ︡

A ︣

Ḯףּ אל פּ ḵ

B אל

ṇ
︣ ︣



︣ אל

C ךּ

From: <hanako@A>

To: Taro@B

Subject: ּף ︡

ḭ
ḭ אל פּ
ךּ Ḯזּ

B אל

A אל

A פּ
פּ Ḯ

ḵ

From: <hanako@A>

To: Taro@B

Subject: ּף ︡

A ︣



︡ וֹ

ṇ ︣ ︡

ṇ פּ שּ



DMARCּצ



Å ṇ צּ ︣ אל
Å ךּ︡ ṇ וֹ פּ ךּ צּ
Å וֹפּ

Å ṇ ︡ נּ ךּ
Å ṇ וֹ נּ ךּ
Å ṇ צּ ￼פּ

צּ ︡ ךּ

DMARCּצ ךּ ?



אל ( ) ṇ צּ שּ

ṡ ףּ Ṣ

ךּ ףּ ףּ ︣Ḯ
Hornetsecurity ︣Ḯ
Vade Japanּפ צּ ︡
9 ךּ︡

שּ Ḯךּאל

אל ( )

צּ

hornetsecurity.com
Ḯ

︡ ︡Ḯβֿכ ︣Ḯ טּ Ḯ



1

פּ

ךּ

Hornetsecurity

אל ( )
Hornetsecurity

( )

ךּ ︣ Ḯ
︡ ︣Ḯ



אל ( )
ṡ ףּ Ṣ

ךּ ףּ ףּ ︣Ḯ
Hornetsecurity ︣Ḯ
Vade Japanּפ צּ ︡
6 ךּ︡
שּ Ḯךּאל

ḭטּ ḭ אל פּ
ךּ︡

כֿ קּףּ ︡ Ḯ

ḭ

ךּ וֹ︣ Ḯ



DMARCּצ ךּ

ṡ
ףּ Ṣ

Hornet ︣Ḯ
ףּ שּ Ḯךּאל

ṕHornet Ṗ

hirano@horetsecurity.com

אל

כֿ ṇ

ךּ



DMARCּטּצ

ṡ
ףּ Ṣ

Hornet ︣Ḯ
ףּ שּ Ḯךּאל

ṕHornet Ṗ

hirano@horetsecurity.com

אל

כֿ ṇ

ךּ

Hornet DNS

ṡ ṇ

ṇ ḭDMARC ︡
ṇ ḭ ︡ (p=reject)Ṣ

ṇ ṇ

ṡHornetאל ḭDMARCךּ ︡
כֿ ṇ ︡ ︣ḮṢ



DMARCּצ ךּ
וֹ
נּ ךּ



2023 10 3
Yahoo, Gmailּצ ︣שּ︡

DMARC ךּ ךּ ךּ
ṇ וֹ ךּ ḵ



Microsoft 2025 ệ

Google, Yahoo ףּףּ
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Yahoo! JAPAN ṇ

SPFּפDKIMḭ שּ︡ DMARC
ḱ ︡ ךּ ךּ ṇ
ṇ ︡ ḭ ︡ ︣

טּצּ ︣Ḯṕ2024 12 Ṗ



ṇ

DMARC ︡ ךּ ךּ
ṇ צּ אל ︣Ḯ

ḭ ︡ ךּ ךּ
ṇ צּ פּ ךּ טּצּ ︣Ḯ
ṕ2025 1 Ṗ



A. ּש ךּאל
︣

B. DMARC p=reject ︡
︣ ︡ ṇ פּ ךּ לּ ︣

?



A. ּש ךּאל
︣

B. DMARC p=reject ︡
︣ ︡ ṇ פּ ךּ לּ ︣

?



לּ
פּךּאל ḱḱḱ



DMARCצּ

A .example

DMARC

B .example

DMARC

C .example

DMARC

D .example

DMARC

X .com

DMARC

D

︣ ︡

A

︣ ︡

C

︣ ︡

X

︣ ︡



DMARC︡ ךּ לּ ṇ
לּ

.com

DMARC

B .com

DMARC

C .com

DMARC ︡

D .net

DMARC

C ︣ ︡
ḭ

DMARC ṇ
צּ ךּ C

︡

C .com

︣ ︡





ḵ(2020 )

https://weekly -economist.mainichi.jp/articles/20201103/se1/00m/020/061000c

https://weekly-economist.mainichi.jp/articles/20201103/se1/00m/020/061000c
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https://magazine.forumstandaardisatie.nl/meting - informatieveiligheidstandaarden -begin-2020

https://www.forumstandaardisatie.nl/sites/bfs/files/rapport -meting - informatieveiligheidstandaarden -maart -2020.pdf ( )

Meting Informatieveiligheidstandaarden overheid maart 2020
( 2020 3 )

שּ
2017

שּ
2018

שּ
2019

DNSSEC

SPF

DKIM

DMARC

STARTTLS DANE

SPF DMARC
ךּ︡ ṇ
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DMARC
ךּ︡

DMARC
DNSSEC
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DMARC
ṇ



Åp=reject
Åּל ︣ ︡ ṇ

Åp=quarantine
Åּל ︣ ︡ ṇ ︡

Åp=none
Åּל ︣ ︡ ṇ ḭ
ךּ וֹ

DMARC ṇ



ÅDMARCp=none DMARCּצ ךּ ךּ

Å ṇ ︡ ︣

Å ṇ צּ פּכֿ ךּ פּ ︡︣
Åp=reject ︡ קּ ḭ שּ קּ ṇ צּ פּשּ

Å ︣ צּ︡ פּכֿ אל ךּ פּ
Å צּ ︡ ךּ פּ

p=none ?



Å DMARC צּ ךּ כֿ ︣
︡ ṇ Ḯ

DMARC p=rejectּצ פּ

ṇ צּ פּ שּ

ṇ צּ ︣

ךּ צּ
p=none



DMARC



ÅSPFḱDKIM צּ ︡ קּ
︡לּ פּךּ︡ ︣

Å ︡ḭSPF DKIM
From ︢ טּ כֿ

DMARC



DMARC

SPF DKIM
DMARC

ṇ

p=none

DMARC

ṇ

צּ

כֿךּ

DMARC

ṇ

p=reject

DMARC

ṇ

צּ

כֿךּ

טּצּ

שּ︡

BIMI

41% (32%)

(p=none )

2.0% (1.5%)

0.2% (0.08%)

p=reject 62% (58%)

p=none 25% (24%)92% (90%)

(SPF )

2025/10 (  ) 2024/12    



(56 ךּ )

SPF DKIM
DMARC

ṇ

p=none

DMARC

ṇ

צּ

כֿךּ

DMARC

ṇ

p=reject

DMARC

ṇ

צּ

כֿךּ

טּצּ

שּ︡

BIMI

41%

2.0%

0.2% (0.08%)

p=reject 62%

p=none 25%92%(SPF )

2025/10

96% 87% 64%

28%100%

10%



︡ ︣ḵ

ể

DMARC צּ ḵ

ףּ ︡︡ ︣Ḯ



SPF

192.0.2.0/28

ṇ _spf.sender.example.jp

ךּ 203.0.113.4

192.0.2.0/28

_spf.sender.example.jp

IP



DKIM

ṇ

ךּ

וֹ

צּ ךּ

︠ אל
ךּ ךּ

︣ ︡
ךּ פּ



ÅSPF
Å ( ṇ אל )

︡ ךּ

ÅDKIM
Å ךּךּ ( ךּ קּ )
Å ךּ

SPF, DKIM וֹ פּ



SPF ︣

192.0.2.0/28

ṇ _spf.sender.example.jp

ךּ 203.0.113.4

192.0.2.0/28

_spf.sender.example.jp

203.0.113.4



DKIM ︣

ṇ

ךּ

וֹ

︠ אל
ךּ ךּ

︠ אל
ךּ ︠ךּ ґ ︣ ︡



ÅDMARC SPF
Å SPF נּ
Å From SPFצּ ︢

ÅDMARC DKIM
Å DKIM נּ
Å From DKIMצּ ︢

DMARC SPF, DKIM

ךּ

︣ ︡ קּ ךּ





Åṡ ךּךּ אלפּ פּ Ṣךּ

Åṡ וֹ צּ ︡ Ṣלּ

ÅṡDNS שּ וֹ Ṣ

Åṡ ︣ תּ︣ ︢ Ṣ

Åṡ ︣ פּךּאלשּ ḭ
ךּךּצּ Ṣ

DMARC Ḵךּ︡



SPF



ÅDNS TXT ṇ ṇ ṇ ṇ IP

Å SPF ṇ include︣ כֿ

SPF

Å ṇ ṇḲ192.0.2.25

Å SPF: _spf.sender.example.jp

ŜȄŀƳǇƭŜΦŎƻƳΦ   ¢·¢   άǾҐǎǇŦм ƛǇпΥмфнΦлΦнΦнр include:_spf.sender.example.jp -ŀƭƭέ



1. v=spf1  include:192.0.2.25  -all

2. v=spf1  192.0.2.25  -all

3. v=spf1  ip:192.0.2.25  -all

4. v=spf1  ipv4:192.0.2.25 -all

Question: SPF ṇ צּ ךּ︡ פּ︣



1. v=spf1  include:192.0.2.25  -all

2. v=spf1  192.0.2.25  -all

3. v=spf1  ip:192.0.2.25  -all

4. v=spf1  ipv4:192.0.2.25 -all

Question: SPF ṇ צּ ךּ︡ פּ︣

×
×
×
×

v=spf1  ip4:192.0.2.25 -all



טּשּ
SPF ךּ



ŜȄŀƳǇƭŜΦƧǇΦ  ¢·¢  άǾҐǎǇŦм ƛǇпΥмфнΦлΦнΦнр -ŀƭƭέ

ŜȄŀƳǇƭŜΦƧǇΦ  ¢·¢  άǾҐǎǇŦм include:_spf.example.com -ŀƭƭέ

ṇ צּ אל ךּ

SPF ṇ 1 פּ︡ וֹ



v=spf1 +ip4:192.0.2.1 +ip4:192.0.2.2+ip4:192.0.2.2 ~all

v=spf1 ip4:192.0.2.1 v=spf1 ip4:192.0.2.2 -all

v=spf1 ip4=192.0.2.1  mx ~all

v=spf1 +ip4:  219.94.128.76 ςall

v=spf1 include:spf.protection.outlook.com include:+ip4:192.0.2.1/32 ςall

v=spf1 inciube:spf.protection,outlook.com include:spf.example.jp ~all MS=ms12345678

ךּ

צּ ךּ

v=spf1ּ2צ טּ

ךּ =

ṇ
include:

include שּ TXT ṇ צּ
︠ ךּ



ÅSPF DNS 10צּ פּ︡ קּ ךּ

SPF include



DNS ︡ לּ

0

v=spf1  ip4:1920.2.1  ip4:192.0.2.2  ip4:192.0.2.3  ip4:192.0.2.4  -all



DNS ︡ לּ

1 ?

v=spf1  include:_spf.google.com -all



DNS ︡ לּ

4

v=spf1  include:_spf.google.com -all

_spf.google.com.  TXT     "v=spf1 include:_netblocks.google.com
include:_netblocks2.google.com include:_netblocks3.google.com 
~all"



DNS ︡ לּ

3

v=spf1  include:_spf.google.com -all

_spf.google.com.  TXT     "v=spf1 include:_netblocks.google.com
include:_netblocks2.google.com ~all"



ÅSPF includeּצ ︡ ךּ ḭ ṇ

SPF includeּצ קּ ךּ

v=spf1 include: ok1.example.jp include:ng.example.com include:ok2.example.jp - all

ok2.example.jp אל ךּ

2 אל (default)



Åexample.com

Åspf2.example.com ṇ ṇ
IP

Åexample.jp ︣ ︡

Typosquatting

ÅØÁÍÐÌÅƚÊÐ 484 ƧÖˮÓÐÆʦ ÉÎÃÌÕÄÅƙÓÐÆʦƚÅØÁÍÐÌÅƚÊÐ ÉÎÃÌÕÄÅƙÓÐÆʧƚÅØÁÍÐÌÅƚÃÏÍ ƵÁÌÌƨ

example.jp קּ ךּ



SPF ︡ ךּ וֹ

︡ ךּ ךּ



(SPF ︡ ךּ וֹ )

︡ ךּ ךּ



︡ ︣ḵ

ể

DMARC צּ ḵ

ףּ ︡︡ ︣Ḯ



DMARC



Å צּ פּ ךּ

ÅDNS צּ ḭ פּפּצּ

ÅSPF DNS 10צּ נּ

Å ṇ צּ ︡ ךּ ךּ
שּ p=reject קּ ךּ

ÅDMARC ṇ צּ פּ ךּ

DMARC שּ כֿ



DMARC 
Manager



DMARC Managerּצ ︣

DMARC

SPF10

Å DNSךּ︡ ṇ ︣ GUI Ḯ

DMARC ṇ

DNS פּ

Å ṇ ︣ וֹ DMARC ṇḮ ḱ

p=reject  
ṇ

Å BIMI ḱBIMI

MTA-STS

TLS-RPT ṇ

ṇ Å DMARC ṇ צּךּ פּ

Å p=reject ︡ ể

Å SPF ḭSPF DNS 10

ÅMTA-STS ṇ

Å TLS-RPT ṇ



DMARC 



DNS

SPF

DKIM

DMARC

DNS ṇ ṇ

ṇ
DNS

DNS ḱ

SPF ṇ ṇ
פּ︡ ḭ

ḭ לּ
וֹ ךּךּ ? ḭDNSנּ פּ

ךּ וֹ

TXT ṇ
וֹשּ ḭ

פּ ךּ ṇḭנּ
︢



DNS

SPF

DKIM

DMARC

DNS ṇ ṇ
CNAME

ṇ

פּ WebUIךּ︣

DNS

1 וֹ

DMARC DNS ṇ
כֿכֿ



SPF

︡ לּ
קּ ךּ

︣



SPF DNS

example.com

aspmx.pardot.com

amazonses.com

%{i}._spf.mta.salesforce.com

et._spf.pardot.com

mail.zendesk.com

spf.protection.outlook.com

_spf.salesforce.com

_spf.google.com

_netblocks3.google.com

_netblocks2.google.com

_netblocks.google.com



SPF

example.com aspmx.pardot.com

amazonses.com

%{i}._spf.mta.salesforce.com

et._spf.pardot.com

mail.zendesk.com

spf.protection.outlook.com

_spf.salesforce.com

_spf.google.com

_netblocks3.google.com

_netblocks2.google.com

_netblocks.google.com

ip4:198.245.81.0/24 ip4:136.147.176.0/24 ip4:13.111.0.0/16 
ip4:136.147.182.0/24 p4:136.147.135.0/24 ip4:199.122.123. 
0/24 ip4:199.255.192.0/22 ip4:199.127.232.0/22 ip4:54.24 
0.0.0/18 ip4:69.169.224.0/20 ip4:23.249.208.0/20 ip4:23. 
251.224.0/19 ip4:76.223.176.0/20 ip4:54.240.64.0/19 ip4:5 
4.240.96.0/19 ip4:76.223.128.0/19 ip4:216.221.160.0/19 ip
4:206.55.144.0/20 .... exists:%{i}._spf.mta.salesforcee.co 
m ip4:40.92.0.0/15 ip4:40.107.0.0/16 ip4:52.100.0.0/15 ip
4:52.102.0.0/16 ip4:52.103.0.0/17 ip4:104.47.0.0/17 ip6:2a 
01:111:f400::/48 ip6:2a01:111:f403::/49 ip6:2a01:111:f403:8 
000::/51 ip6:2a01:111:f403:c000::/51 ip6:2a01:111:f403:f00 
0::/52

DMARC MANAGERּצIP



DMARC 
Report



p=none קּ

Å שּ︡ אל קּ ṇ
SPF DKIM וֹ

Å ךּ שּ︡ ︣

Å צּ וֹ ḭp=reject ︡

p=reject קּ

Å ṡ Ṣּצ פּךּ

ṇ



Å ṇ אל שּ
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<?xml version="1.0" encoding="UTF-8" ?>
<feedback>
<report_metadata >
<org_name >google.com</org_name >
<email>noreply-dmarc-support@google.com</email>
<extra_contact_info >https://support.google.com/a/answer/2466580</extra_contact_info>
<report_id >15001962018631710439</report_id >
<date_range >
<begin>1721347200</begin>
<end>1721433599</end>

</date_range >
</report_metadata >
<policy_published >
<domain>orcaland.gr.jp</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>reject</p>
<sp>reject</sp>
<pct>100</pct>
<np>reject</np>

</policy_published >
<record>
<row>
<source_ip>210.158.71.75</source_ip>
<count>2</count>
<policy_evaluated >
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>

</policy_evaluated >
</row>
<identifiers>
<header_from >orcaland.gr.jp</header_from >

</identifiers>
<auth_results >
<spf>
<domain>orcaland.gr.jp</domain>
<result>pass</result>

</spf>
</auth_results >

</record>
</feedback>

IP

DMARC DKIM, SPF

From

SPF



DMARC ṇ
Hornetsecurity

אל

ṇ

A

B

C

D

ךּ

hornet

︣ Web Hosting



Å ṇ ṇ ṇ וֹ ḭ
DMARC ṇ פּ

ṇ פּ לּ

Å IP
Å DNS קּ
Å ASN
Å IP
Å

Å

Å

Å ḱ

IP 

DMARC ṇ Ṅ ṇ



ṇ ṇ

DMARCOK

DMARC

ISP





(ar-nihonbashi.org)

כֿ
ṇ ṇ ṇ

︡



︡

כֿ IP SPF
ךּ טּ Web ṇ ṇ



אל

SPF PASS

צּ לּ
DMARC SPF

Fail

DKIM ︡
ךּ ךּ ךּ

DMARC


